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Name some areas of concealment in digital technology?
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« wcts or Vehicle is examined by & Border Services Officer
The officer establishes that there is Electronic Media or a laptop and
examines it for admissibility.
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All persons, baggage, cartons, vehicles //
seeking entry or re-entry into Canada. ,, /

* Verification of Declarations
» Travellers and or vehicle that are subject to enforcement /J

lookouts.

* Possible Criminal Code Violations — intoxicated, warrants
amest

« The level of examination intensity is based on indicators
confronted by the Border Services Officer.
* Progressive Search Techniques are empioyed as circumstances
and indicators materialize.
Cursory to In-depth examination.
* Border Services Officers must always be able to articulate wnnt/
caused the suspicion to take the path that it took.

As with all our exams our intensity level is based on the indicators
found, We must always be able to articulate what caused us to
have suspicion to take the path that we took.
&
Remember to wear gloves to preserve the evidence and also for / A
Health & Safety reasons, many media devices have rsmnants / 7 /
that pose a risk to your Health.
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For the moses of examinations under the Customs Act,
sNlaptops, electronic storage devices are classmod as bemg
basncally con mers same as cartons and luggage are to physical goods.

During the questionin “g:nd subsequent emlnaﬁon of a traveller's
baggage and vehi

Further examination and responses reveals other indicators which leads
the Border Service Officer to believe that the traveler may have
pomography on his / her computer and / or electronic storage devige

Generally, not all luggage or cartons are examined at the Border.

Examination of ba gage / contamers takes place when cmcumsta 0
present themsel nt a closer look. The Bo p

Officer makes his / hef decision to examine and open co

on “indicators” signifying further action is necessary.

The totalny of the responses and any of indicators as outlined

“Possible Indicators for Child P is sufficient to ¢
Border Services Omcenmmm"mindudo i

of the electronic media and devices.

Itis imperative that once suspect material is found and you have

gewn"c;’,'"g;:,""’,h':‘,';'h‘;f ,',’;':mmf od by the Border REASONABLE GROUNDS to believe an offence is present that

you STOP YOUR EXAM: LEAVE THE LAPTOP ALONE, do ¢
nothing further with the unit (not even to tum it off). Indicate in
your notes what time you stopped this process. Look at your /
watch and the computer clock. v
s

1. If the information indicates an interest in Pornography, the Border
Services Officer will present his findings to his Supervisor, who will
authorize the use of a electronic detection tool to examine the |
contents of a notebook or laptop computer. e

\;‘%\

2. Strong indicators leading to Child Pomography, wilt req
forensic examination of the electronic media by the C|
Search and Recovery Specialist attached to the R

+ The Border Services Officer the Investigations By Pager
and Regional Intelligence Officer who will then determine who is

Advise Investigation:
Make the Supt, Inve s, and ntligenc attending. They will contact the local Police or E Crimes Section
your arvest under the Customs Act for non-report, nd verb. g

smuggling and possession of suspected CHILD a ally request assistance under section 104 of the

PORNOGRAPHY. if you are asked by another agency to arrest / Customs Act.

unger :’m (‘:J;;nmal Code then do that, document it and give V4 // * Local Police contacts Project P or Local E Cnmes Child /

rights & caution again. d Pomography Unit who decides if they are attending the Port ang- 7
« Write DETAILED NOTES v if they need to speak to the Border Services Officer findingiihe 94

image.

¢+ Over the phone you will likely be asked to provide a
description of the image in question, and while it is
task it is very important.

« Describe seized items in detail i.e. don't just put black
bag, if there are markings write them down.
* You can photograph seized items B

Advise the Primary Officer that you have an infrag
them to provide their notes and complete a Will-Say that




If desmed to be Child Porography document the seized media on 2 K198 and
then fist it and all other electronic media, CD's efc. not yet searched on a K26
Notice of Detention form and get the subject to sign it.
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K26 does not have.

Civii Selzure / enforcement action(s) initiated by the Border Services Officer
K198, KZO(NmMDmmon)AESSO(Imhm Have the E350 co
before Loce! Police artive in case they transport immediately and B
hmfuponnmlulom)
+  E352 Evidence Seizure Receipt is completed by the BSO or investipis
leﬂs has been issued the seizure could be l"!w 0 g
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seized such se baggage tags, bosrding
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the investigation.
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« Once complete, the evidence is tumed over on a Customs Exhibit
Control Form K129. In the Re: Box write Regina vs. (Accused Name &
DOB). Write that you came into possession of it by reason of search and
seizure. List items as 1, 2, 3 etc. & then describe quantity & goods (when
listing CD'’s write down the markings/writing/abel i.e. “my favourite porn'
and make sure the bottom of the form and back are signed before the
evidence leaves.

» Subject is held by Police(in most cases especially if they are
National) for a Show Cause hearing. CBSA BSO's usually
provide a copy of their Notes at ieast before leaving that
800N as possible complete and forward their Will Say

+  Seizing officer needs to notify the Primary officer befor$
waell.

The following items will be seized:
All computer equipment (power supply, bags, cords, CD's,
extemal hard drive; floppy disks & drives, digital cameras, paim
pilots, black berry, memory cards; even the CD’s with the
operating systems even if it is commercially prepared etc.) [Be / //

specific in description of the laptop bag]

* Should you encounter cell phones advise the
Detectives/investigator who will determine whethe!
should be seized/detained.

necessary to search Floppnes CD's or other media

PICTURES

« Pictures - If you take pictures of the goods and their location
make sure you indicate in your notes that you took the pictures.
Also maintain control and download the pictures as soonas .~ -
possible and indicate who downloaded the photos. (If notyou + ,
then whoever downloaded them will have to note this). i
Polaroid’s write date, time, ﬂle name & initial thom

»  Safety first.
«  Ensure subject contro! — pat down for weapons if
indicators warrant.

*  Conveyance control.

¢ Utilize databases.

« Establish a search methodology.

¢ Utilize contraband detection tools.

«  Examine everything including contents.

» The contents and the passenger can col
electronic media
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Restrict access to vehicle, luggage, baggage, electronic media.

Don't contaminate the evidence - wear protective gloves.

Protect your health, body fluids maybe found on electronic
documents, clothing — wear protective gloves.

Maintain accurate notes, record times, questions and al

Canada

You, the Customs inspector, along with your Superintendent, make the 1. STOP THE SEARCH i
decision to seize or not seize susgect chmupomography. Some factors Don't do anything further to the faptop, don't even tum it off
to consider: 2. Arrest Subject, Caution, Right to Counsel
3. Make Notes
7 / Primary:  questions & responses
oyy Secondary: inventory items found, and their location

s

ye « indicators
« Time you accessed the computer, and details of th
» File name and file path of the prohibited image
» Detailed description of the prohibited image

Civil vs Criminal standards - CBSA can seize as suspi!
: For example;

’

4. Seize laptop
. K19 * Hold the laptop, including all media and peripherals, on a K26 for
« E352 / examination and forward to investigations
.+ K129 / + Make sure to document every piece you're holding
z’ * ORS, notify RIO

* Transfer to police

5. Complete ORS & contact RIO, Notify Immigration
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Record all steps taken while searching the files.

When an image of suspected Child Pomography is found it is important that] .
you write down the following:

-File name;
-File Path (obtained through properties by right clicking on the image), /

-Detailed Description of the Image: be explicit but objective. Look I i
signatures or watermarks. &&

Lets look at some descriptive examples,

Leave the computerfaptop on if you find 8. Tuming it off may activate a
password or encryption program (phug in it's power adapter).
Ask the client for the password(s) and/or User ID(s),

Moving the mouse is ok, in order to get access to the desktop. If active o /' /]
minimized suspect programs: OK to bring them up. "'Reoommend }é 7 )
accurate and very descriptive notes* W /"/

Note system date & time as well as actual date & time.

Use a stand alone READ ONLY reader to view CD'S, DVD
media. 2F
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Sever connectivity & remove the person from the device.
Goal: Your H&S and safeguarding the items.

If data is being deleted: “Puli the plug"”.

Wiite-protect the media devices as much as possible.

Take notes of the steps taken as well as questions & statements.

Keep all of the cables and power adapters for the device along.

notes/passwords.
DOCUMENT: E352 — Evidence seizure receipt
K18 - Seizure

K26 — Notice of detention (unsure of content of dg¥io#’
K129 — Transfer/continuity (to police or investigations)
K138 - Third Party notice

7

« Start executable (.exe) programs. They can change files and
might hold harmful programs (virus/malware) which might erase
data.

Liability issue if data is lost...

« Be too hard with a powered pc/laptop, hdd's do not like e s /

turbulence.
+ Return items unless they have been examined to your
satisfaction (admissible), within reason. Reasoning a
indicators should dictate extent of examination.
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CSERS Services Digital Devices Securing the Scene What to Seize
Wordings for Search Warrants Port Officer Search Guide (pdf) CBSA CSERS

CBSA DIGITAL MEDIA EVIDENCE SEARCH & SEIZURE PROGRAM
CBSA INVESTIGATIONS DIVISION HQ

DIGITAL MEDIA EVIDENCE SEARCH & SEIZURE

The CBSA’s Investigations Division makes use of computer forensics to
identify, recover and safeguard electronic evidence stored in digital media.
This function has existed within Customs Investigations as the Computer
Search and Evidence Recovery (CSER) program for many years. The need
for an electronic media search and evidence recovery capability has grown
with the evolution of the Information Age. In a “virtual” electronic data world
traditional enforcement techniques are not as effective against technological-
literate criminals.

The principal objective of the CSER program is to provide computer and
electronic media expertise to support Customs Investigation’s search warrant
activities. The CSER program is critical to the Investigator's prime objective
of gathering evidence to support criminal charges. Since electronic evidence
is subject to the same legal requirements as “hardcopy” evidence, specific
techniques to search, secure and preserve the evidentiary value is required.

What Services CSERS Provide

Computer Search & Evidence Recovery Specialists (CSERS) can forensically
analyze a computer system and electronic media and retrieve a wide variety of
information. This information can include, but is not limited to:

Pre-Search Warrant
Search Warrant

Post Search Warrant
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Pre-Search Warrant

Most Investigation’s Regional Offices have CSERS available to them. The
CSERS can assist investigators in many different areas such as:

e o - Suggest wordings when writing a search warrant

e o - Suggestions on what to search for

° o - Technical grounds of belief and how to word these

o o - Giving suggestions on technical investigative steps that may be
required

e o - Assessment of Search Locations

° o - Assist with keyword search parameters

o o - Provide briefings to search teams on electronic media evidence

Search Warfant

CSERS will attend searches locations and essentially control the segment of the
search scene involving the computer and electronic media devices. Typically this
involves conducting a preliminary site evaluation, making contact with local IT
support and prioritizing the electronic media search process.

Once the search team has secured the site, which includes having everyone
moved away from computers and electronic devices, the CSERS will begin
running keyword searches to locate electronic evidence. Electronic devices that
yield keyword hit results will be seized by the CSERS. Depending on the volume
of evidence to seize, an exact copy, called an “image” of the electronic media
may be created on site. In situation of large volumes of evidence or complex
systems the complete electronic device with all attachments is will seize and
transported back to the regional office for processing.

Post Search Warrant

Typically, the electronic evidence sought is found on the hard disk drive(s)
contained within the seized computer system. The CSERS will image the entire
hard disk drive, and conduct all subsequent analysis on that image. The original
hard disk drive or a second hard drive image the is reinstalled in the seized
computer and returned to the alleged suspect.

The analysis will include again searching the entire hard disk drive and any other
seized storage media for electronic evidence. The CSERS will conduct a full
analysis of the seized media. Some examples of things that can be done during a
forensic exam include:
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SECURING THE SCENE

The investigator in charge of the case is responsible for the over-all planning of
the search and its successful execution. The search planning should include
determining if a Computer Search Evidence Recovery Specialist (CSERS) would
be needed to search for computerized data. In any event, a CSER officer should
always be on stand-by on the day of a search in case computerized equipment is
discovered.

1. Secure the Scene
o Officer safety is paramount.
¢ |Immediately restrict access to computer(s).
» Determine if stand-alone or network computer.
« [|f computer is "OFF", do not turn "ON".

« |f computer is "ON", isolate from phone line if attached to
MODEM.

e Interview employee present to obtain — job function, software
applications used, level of computer competency and use
and location of other devices (e.g. laptop, PDA)

e Record and diagram computer and electronic media located at
search location
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2. Secure the Computer as Evidence if NO CSER is Available
e If computer is "OFF", do not turn "ON".
e If computer is "ON"
» Stand-alone computer

» Diagram or photograph screen, then
disconnect all power sources including
that of attach peripherals; unplug from
the wall first AND then from the back of
the computer.

= Place evidence tape power switches over
and each external media slot.

« Diagram or photograph back of
computer.

« Label all connectors/cable ends to allow
reassembly as needed.

« Package components and transport as
fragile cargo.

» Keep away from magnets, radio
transmitters and otherwise hostile
environments.

= Networked or business computers

« Consult a CSERS for further assistance as
pulling the plug could:

« Severely damage the system
« Disrupt legitimate business

= Create officer and department liability

WHAT TO SEARCH & SEIZE
For the most part, there are four possibilities:

o Search the computer and print out a hard copy of particular files;
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« Search the computer and make an electronic copy of particular files;

« Create a duplicate electronic copy of the entire storage device on-site,
and then later recreate a working copy of the storage device off-site for
review;

« Seize the equipment, remove it from the premises, and review its
contents off-site.

In general, the search strategies used will depend on the role the hardware
played in the offence. As is the case with the majority of CBSA investigations,
the computer hardware is a storage device that contains evidence of the crime.
The hardware itself is merely a container for evidence. The purpose of
searching the suspect's computer will be to recover the evidence the computer
hardware happens to contain.

In other cases the computer hardware can itself be contraband, or evidence or
‘fruit of the crime’ itself. For example, a computer used to transmit child
pornography is an instrument of the crime, as well, it is evidence of possession,
where stolen computers are ‘fruits of crime’.

Once on-site to execute the search, the CSERS will assess the hardware,
software, and resources available to determine whether an on-site search and
seizure is possible. In many cases, the search strategy will depend on the
environment in which the search occurs. For example, searching and seizing
information stored on computer networks of a functioning business will in most
circumstances involve not seizing the business's computers, if possible. If the
hardware is merely a storage device for evidence, CSERS will only seize the
hardware if less disruptive alternatives are not feasible.

Section 115 of the Customs Act provides investigators with the authority to
make copies of seized records and states that certified copies carry the same
force as the originals when tendered as evidence.

Search Warrants

GROUNDS FOR BELIEF
THINGS TO BE SEARCHED FOR
THIRD PARTY SEARCH
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SOLICITOR/CLIENT PRIVILEGE

A GROUNDS FOR BELIEF - COMPUTER SEARCH

That in the course of his/her enquiries, the Informant received information from
[insert name], Investigator, an officer of the CBSA, which information the Informant
does verily believe to be true, that:

(a) he/she has been experience with microcomputers with respect to electronic media
searches and data storage retrieval conducted by CBSA Investigations, involving
computerized records and documents;

or

(a) he/she has received specialized training in microcomputers with respect to
electronic media search and data storage retrieval procedures involving computerized
records and documents;

and

(b) the software, documentation and electronic devices described in paragraph (b) or
(c) of Things to be Searched for are required to access, retrieve and reproduce the said
items described in paragraph (a) of Things to be Searched for.

MICROCOMPUTER

Definition: a small digital computer based on a microprocessor and
designed to be used by one person at a time; "a microprocessor
functions as the central processing unit of a microcomputer"; "a disk
drive contains a microprocessor to handle the internal functions of the
drive"

THINGS TO BE SEARCHED FOR

(a) (a) Paragraph for Documents

(b) (b) For goods if applicable
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(b) or (c) items described in paragraph (a) in electronic format; including
software, documentation and electronic devices required to access, retrieve
and reproduce the said items.

THIRD PARTY SEARCH

Where a search of a third party’s computefized records is required, the general
practice is to restrict the seizure to copies of the information contained therein,
rather than seizing the computer equipment; exceptions may apply.

SOLICITOR/CLIENT PRIVILEGE CLIAMED ON COMPUTER SEIZED

Date

Office of the Sheriff (agreed upon with the lawyer)
Address

City, Province

Postal Code

Re: Personal Computer Seized Pursuant to Section 111 C.A. Search Warrant

Dear [insert name of Sheriff here]:

On [insert search date] a personal computer and contents were seized by an
officer of the Canada Border Services Agency from [insert the CBSA
Investigations office doing the search] pursuant to a search warrant issued by
[insert name of justice).

Contents of the above-mentioned computer were the subject of a solicitor-client
privilege claim pursuant to section 488.1 of the Criminal Code and the computer
and contents were placed into the custody of your office on [insert the date that
the computer was put in the Sheriff's trust].

Due to the fragile nature of electronic media, safeguards should be adhered to
which exceed the needs of other physical forms of evidence. These special
precautions will need to be taken to ensure that the original media is preserved
and protected from both physical and electronic hazards.

The Canada Border Services Agency Investigations have on staff Investigators
trained in computer search and evidence recovery. These Investigators
(Computer Search & Evidence Recovery Specialist) have the knowledge,
expertise, computer hardware and law enforcement software necessary to
ensure that seized electronic evidence is preserved in its original state. CSERS
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are available to advise you oh special storagé precautions, which should be
taken, with respect to the seized computer referred to above.

It is the policy of the Canada Border Services Agency to have Investigators
trained in Computer Search & Evidence Recovery make a copy or backup of a
seized computer hard disk, as soon as practically possible, following a search
action. The copy or backup is then used:

1. 1. to provide a copy to the person from whom it was seized should
they request a copy;
2. 2. for analysis/processing by the Canada Border Services Agency

When a backup or copy of a hard disk is made, special techniques (“safety
nets”) are employed to ensure that the integrity of the original media is
maintained and that the electronic evidence is not altered or destroyed (only an
Investigator trained in computer search and evidence recovery should access
seized electronic media). In the foregoing instance, a copy of the seized hard
disk was not made due to the solicitor-client privilege claim.

Given that electronic data may be easily altered or damaged, the Canada
Border Services Agency requests the following, with respect to any initialization
(turning the computer on), examination or copying of data or information stored
on the seized personal computer, while it is under your custody:

1. Should the person from whom the computer/hard disk was seized
apply under section 488.1(9) of the Criminal Code to examine
documents or files on the seized hard disk, that a Canada Border
Services Agency CSERS be requested to assist to install the
necessary software safeguards to ensure that the documents or files
can be examined without alteration or damage.

2. Should the person from whom the computer/hard disk was seized
apply under section 488.1(9) of the Criminal Code to make a copy of
the seized hard disk, that an CSERS of the Canada Border Services
Agency should be requested to carry out the copying process under
your control.

Note: It is possible for a Canada Border Services Agency CSERS to carry out
the above processes without personally viewing the file or document contents of
the seized computer.

The assistance offered and the requests made above are done with an aim to
ensuring the integrity of the original seized electronic evidence.
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Should you require the assistance of a Canada Border Services Agency
Investigator trained in Computer Search & Evidence Recovery, please contact
[insert the name of the Investigator] at [insert the telephone number of the
Investigaton.

Sincerely,




i N ——

DIVULGUE SOUS LA LOI DE L’ACCES A L'INFORMATION

I-C-WHAT-U-C

Background information: ‘
This software was originally developed for parents or employers in order to monitor what
use was being made of the computer on the Intemet. It is a program that scans a
computer’s hard drive to display images found on the hard drive.

preferable o use a version Wthh runs off a CD and cannot be installed on a computer,
This version glso creates a log file that records the created date, modified date, and last

On September 27, 2004 a Policy Fact Sheet was distributed as to “Search of laptop
Computers” It indicated that a laptop could be examined for contraband the same as any
other goods. However, this policy contained a flaw since it jndicated that reasonable
grounds were required in order to perform an examination of a laptop. This Policy fact |
sheet was later amended (2006) where reasonable grounds were, entlrely removed since
Section 99 of the CA does not require reasonable grounds to examine goods. '

Prior to I-C-WHAT-U-C

Before this program was discovered, BSOs were accessing computers without following
any specific procedures. Officers who believed they were

computers, would simply log in to a computer and browse files and folders looking for [L Delotadr T

1mages or videos, Others would use the Wmdows Search ﬁmctron in order to look for A [Dem —
images or videos. N

These were very unsafe methods that were used in the field across the regions. Many - Deleted: = ’
files were modified while performing these procedures and the risks of deletingand ~ [xmm;{::;“‘”

tampering with the files were very high, By using these methods, some child
pornography files were detected on some computers. The computers were seized and L

turned over to Investigations for prosecutions. These methods became problematic when ( Deleted: 1

it came to forensig, analysis and prosecutions. Investigations Division trains and equips " Deleted: methods

certain investigators, called Computer Search & Evidence Recovery Specialists (CSERS) . -  Deleted: , crasing,

[Deleud on the target computer

within CBSA, as Computer Forensic Examiners. The CSERS, were faced with data that ( Deleted: tikely to happen
were inconsistent in time frames and caused date issues when it came to demonstrate the - { Deleted: s

elements of a criminal offence. The BSO’s notes were, in some cases, weak thus making ~ { Deleted: omputer Forensic
it difficult for CSERS to explain the “states” of the files located on the seized computer. . | Examiners

e AL AL AL AL N AL AL AL A AN

l " { Deleted: s
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| It was identified by CSERS and BSOs that detection tools were required in order to - { Deteted: s )
facilitate the detection of child pomnography. The tool had to be easy to use, efficient and

in some manner “forensically safe”. A national consultation between the CSERS was - { Deleted: CSERs ]

initiated and other Jaw gnforcement agencies were consulted. | Deleted: L )

" { Deleted: E ]

I-C-WHAT-U-C was evaluated and deemed to be an effective tool in child pornography
detection_for CBSA’s purposes.

.- { Deleted: it
"~ { Deteted: CSERs

LU

One of the primary roles of BSOs is to prevent prohibited material from being introduced
into Canada. Prohibited goods can be seized as forfeit under section 110(1) of the

Customs Act,in the case of a civil action or can be seized as evidence under 110(3)ifa .- { Deleted:,
£Lustoms griminal pffence may have been committed, In order to seize goods as evidence .- {peleted: c

in the case of child pornography, only one image needs to be found, 0 { Deleted:
: . o " [ Deleted: 0
When child pornography is detected on a computer, another electronic device (e.g. PDA), +° (Deleted: i being swporied

or any digital media, the goods are seized for evidence and the traveller is arrested.

CBSA Investigations is contacted and will perfonn a follow-up as per established SOPs. " . { Deleted: is required

Two types of charges can be laid: Customs Act and Criminal Code. Along with the AN ( Deteted: iapiop
Department of Justice and the appropriate police agency, a course of action willtbe { Daleted: other
decided on a case-by-case basis as to what charges will be laid. . Detetad: responding
" {Delehad: P
‘ ( Deleted: A

AL AL AL AL A A A LA

e Geleted: quality
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.- { Deleted: imported into Canada
N { Deleted: not
" { Deleted: ing

| S L_A\__J\.—_J

s__ On the other hand, BSOs are required to examine goods and develop the grounds « -~~~ [ Formatted: Bullets and
necessary to justify seizure action. As a result, they need tools that will enable Numbering
them to examine electronic devices to a sufﬁc1ent extent to develop those
grounds,

¢ It would not be practical to equip and train BSOs in the use of forensic tools and
| software as it requires an extensive_& ongoing training and methodology to
examine computers without booting the computers. In general, travellers are
willing to provide the admin password to their computer and it permits to av01d
the issue of User Access Rights issues.

s __There is also the issue of finding the proper balance between facilitation and - { :orn;:md: Bullets and }
enforcement. The BSOs require tools that will enable them to take enforcement umbering

action but are fast enough to avoid undue delays for travellers. 1s must

pose minimal risk to potential evidence of offences and to legitimate data on a
device,

{ Deleted: IcWhatic )
{ Deteted: ; )
[ Deleted: o )
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- { Deleted: ICWhatUC )

( Deleted: icwhatuc )

- ( Formatted: Bullets and }

Numbering

: [ Formatted ]

- { Deleted: an J
- { Deleted: last J
e { Deleted: t© )

Bottom Line:

I-C-WHAT-U-C addresses most of the needs of CBSA for a search tool for frontline
personnel:
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o Fasy to use e mem Bullets and }
¢ __Requires minimal training : Numbering
¢ Inexpensive
* _Readily available
¢ Minimally intrusive
s Fast
e Preserves evidence reasonably well
¢ Tested by various forensic laboratories to verify the absence of unintended
processes
a | i ] ic i
many offices already have the tool, there are still more than a few that do not. It is
recommended that the tool be issued tg these offices as well once a national policy and
tramm rograin are in place Over m addm nal ools that can com lement th
Laboratory. Decisions regarding their deployment can be made at the appropriate time.
The following SOPs and instructions have been issued to the BSOs in Atlantic Region.
They are specific to that region and may not be appropriate for national distribution
without some modifications; - .- { Deleted: and the procedures and ]
use of the software
CBSA ATLANTIC ‘ B '[mgmﬁc the Atlantic J
STANDARD OPERATING PROCEDURES Region and may vary from region
CHILD PORNOGRAPHY/EXPLOITATION SEIZURES to regiorf]

GENERAL:

¢ Legislation became law in 1993 which makes the possession and/or importation of
material determined to be child pornography as per section 163.1 of the Criminal
Code of Canada a criminal offence. The Customs Tariff was also amended to include
the new legislative changes in regards to child pornography material.

¢ Child Pornography material was determined to be” contraband” by the World
Customs Organization in February 1997.

¢ The emphasis for child pornography interceptions is placed on the identification of
victims depicted in the material and associated criminal acts; therefore, in the
majority of cases, CBSA’s role is to interdict goods, gather intelligence and assist the
police agency in developing grounds to obtain a search warrant.

¢ The national departmental policy on all attempted importations of child
pornography/exploitation material is to refer the case to a police agency for
investigation and prosecution under the Criminal Code of Canada. The reason for
this policy decision is based on the additional charges, which could result from
domestically obtained child pornography, identification of victims and other crimes
against children.
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e However, Atlantic Regional procedures for handling attempted importations of child
pornography/exploitation material, differ from the national policy in that Border
Services Officers (BSO) are to immediately refer all cases encountered of this nature
to their Regional Intelligence Officer (RIO). The RIO will then contact the CBSA
Criminal Investigations Division (CID). CID will then contact the responsible police
agency. CID & the police agency will then determine the charges (if any) that will be
laid. Normally, any charges under the “Customs Act” will be laid by CID, and any
charges under the” Criminal Code” will be laid by the police agency. It is possible
that charges under both Acts may be laid.

s NOTE:
- If a BSO has reason(s) to believe that a traveler’s personal computer (usually a
laptop) contains child pornography/exploitation material, the BSO should follow the
instructions found in Appendix “A” and complete the Electronic Media Search form
found in Appendix “B”.
-The computer is not to be opened and started up by anyone else, including the
traveler/owner.
- If non-electronic evidence of suspected Child Pornography/Exploitation material is
found and there are electronic devices in the traveler’s possession, no attempt should
be made to access the information on the devices. The RIO should be contacted as per
the SOPs.
- As part of a routine secondary examination, a BSO may wish to examine electronic
devices. In this case, please follow the instructions found in Appendix “A”. If Child
Pornography/Exploitation material is found, immediately stop the examination and
contact the RIO.
-All material must be detained in such a way that only authorized CBSA personnel
have access, and then tumed over to CID. CID will then arrange for the computer to
be examined by a CSER (Computer Search and Evidence Recovery) expert.

If it is believed that a traveler’s personal computer contains “regular” obscenity, he

can open it for inspection_ If child pornography is seen, the examination should be
stopped h

e The Regional Intelligence Officer and the Criminal Investigations Division will
coordinate customs/police follow up on all interceptions.

e Regional Intelligence Officers are to be contacted as soon as possible in cases where
“non residents” are identified in CBSA records as being suspected offenders against
children and/or child porographers. Port of Entry Officers are to be cautioned in
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regards to the enforcement record and if found admissible, a comprehensive
examination should be conducted.

e Material that does “not” meet the criteria for child pornography/exploitation should
be reviewed under the guidelines in D9-1-1 in relation to prohibited “obscene”
material. Material determined to be prohibited obscene material under D9-1-1 should
be accounted foron a K 27.
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CBSA ATLANTIC
STANDARD OPERATING PROCEDURES
CHILD PORNOGRAPHY/EXPLOITATION SEIZURES

1. TRAVELER IN POSSESSION OF SUSPECTED CHILD
PORNOGRAPHY/EXPLOITATION MATERIAL

1. The passenger will be arrested, cautioned and advised of their rights under the
Charter of Rights and Freedom. NOTE: The same precautions should be followed as
with any other arrested person.

2. Goods determined to be child pornography including electronic devices, should be
secured in such a manner that no other person has access to the evidence other than
the arresting inspector and or authorized law enforcement individuals directly
involved in the case. Evidence bags should be utilized when and if the evidence can
be placed in such bag. NOTE 1: The chain of evidence is as critical as that of a
narcotic seizure. The more people involved the more that may have to appear in any
Court proceedings. NOTE 2: Plastic evidence bags are “not” to be used for computer
diskettes - paper and/or cardboard holders must be utilized. NOTE 3: All accessory
items included with the electronic device should be kept as evidence.

3. Contact the Superintendent immediately so that assisting inspectors may be assigned
and communication conducted with minimal confusion.

4. Complete a detailed examination of all baggage that accompanies the suspect. A

search of the suspect would be warranted. Remember that you must have reasonable

grounds to conduct personal searches.

5. The Regional Intelligence Officer (R.1.O.) (local contact) isto be
contacted tel. # (local contact)_____and or pager # ___ (local contact) and
advised of the seizure.

6. The RIO will contact Criminal Investigations to inform them of the case.

7. The Criminal Investigations Division will be responsible for contacting the applicable
police agency, and in consultation, will determine the most appropriate course of
action to take.

8. Complete seizure documentation (E352 - K19 - ICES - Manual).

9. A K129 “Exhibit Control” is to be completed to allow for the release of the child

pornography evidence to CID. They will then maintain control of the evidence until
the conclusion of the criminal proceedings.

10. Completed reports are required as soon as possible for use in Court proceedings that
may follow. NOTE: An intelligence report should be completed.

11. Officers are to ensure that notes are retained as they must be submitted with the
seizure package and will be used in Court if required.
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CBSA ATLANTIC
STANDARD OPERATING PROCEDURES
CHILD PORNOGRAPHY/EXPLOITATION SEIZURES

2. UNACCOMPANIED BAGGAGE/GOODS FOUND TO CONTAIN
SUSPECTED CHILD PORNOGRAPHY/EXPLOITATION MATERIAL -
INWARD

1. Goods determined to be child pornography including electronic devices, should
be secured in such a manner that no other person has access to the evidence other
than the arresting inspector and or authorized law enforcement individuals
directly involved in the case. Evidence bags should be utilized when and if the
evidence can be placed in such bag. NOTE 1: The chain of evidence is as critical
as that of a narcotic seizure. The more people involved the more that may have to
appear in any Court proceedings. NOTE 2: Plastic evidence bags are “not” to be
used for computer diskettes - paper and/or cardboard holders must be utilized.
NOTE 3: All accessory items included with the electronic device should be kept
as evidence.

2. The owner of the baggage should be determined to the best of available
information.

3. Seizure action must be completed. Do “not” forward baggage/goods and/or send
seizure receipt to traveler until advised to do so by a Regional Intelligence Officer
or by an authorized officer. A control delivery may be attempted.

4. Maintain security of evidence.

5. The Regional Intelligence Officer (R.1.O.) (local contact) is

to be contacted tel. # (local contact) and or pager # __ (local

contact) and advised of the seizure.

The RIO will contact Criminal Investigations to inform them of the case.

The Criminal Investigations Division will be responsible for contacting the

applicable police agency, and in consultation, will determine the most appropriate

course of action to take.

8. Complete seizure documentation (K 19 - ICES - Manual).

9. A K129 “Exhibit Control” is to be completed to allow for the release of the child
pornography evidence to CID. They will then maintain control of the evidence
until the conclusion of the criminal proceedings.

10. Completed reports are required as soon as possible.

11. All officers involved in child pornography seizures are to keep proper notes,
which must be submitted with the seizure package and for Court if required.

12. When the recipient of unaccompanied baggage/goods has been identified as a
non-resident, the Regional Intelligence Officer should advise Headquarters
immediately of the details.

N o
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CBSA ATLANTIC
STANDARD OPERATING PROCEDURES
CHILD PORNOGRAPHY/EXPLOITATION SEIZURES - {Formatted: Engishus) |

3. COURIER INTERCEPTIONS
OF SUSPECTED CHILD PORNOGRAPHY/EXPLOITATION MATERIAL

1. Goods suspected to contain and/or consist of child porography should be secured in
such a manner than no other person has access to the evidence other than the seizing
inspector and or authorized law enforcement individuals directly involved in the case.
Evidence bags should be utilized when and if the evidence can be placed in such
bags. NOTE 1: The chain of evidence is as critical as that of a narcotic seizure. The
more people involved the more that may have to appear in any Court proceedings.
NOTE 2: Plastic evidence bags are “not” to be used for computer diskettes - paper
and/or cardboard holders are to be utilized.

2. If the suspect child pornography goods are a portion of a shipment, no action is to be
taken to forward any portion of the shipment and/or notification of seizure action to
the importer until advised to do so by the Regional Intelligence Officer or authorized
officer. A control delivery may be attempted.

3. Wrappers, envelopes, etc., showing the address and name of the exporter will be
retained with the suspect child pomography.

4. The Regional Intelligence Officer (R.1.O.) (local contacy) isto
be contacted tel. # (local contact)____and or pager # __ (local
contact) and advised of the seizure.

5. The RIO will contact Criminal Investigations to inform them of the case.

6. The Criminal Investigations Division will be responsible for contacting the applicable
police agency, and in consultation, will determine the most appropriate course of
action to take.

7. Complete seizure documentation (K19 - ICES - Manual).

8. Complete a “Notice to Crown Counsel” (K127) to notify of CBSA control on the
exhibits.

9. A K129 “Exhibit Control” is to be completed to allow for the release of the child
pornography evidence to the police.

10. Completed reports are required as soon as possible for use in Court proceedings that
may follow. NOTE: An intelligence report should be completed.

11. Should the responding police agency decline to arrest and/or charge the individual
under the Criminal Code of Canada, the evidence remains as part of the seizure and is
“not” to be released.

Officers are to ensure that notes are retained as they must be submitted with the seizure
package and will be used in Court if required.
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APPENDIX “B”
ELECTRONIC MEDIA SEARCH FORM

NoTE: DOES NOT REPLACE APPROPRIATE NOTE TAKING

DATE OF ' TIME OF ‘ HRS

OCCURRENCE OCCURRENCE

LOCATION OF

OCCURRENCE

PORT CIIMS

OCCURRENCE # OCCURRENCE #

Tomb Stone Data
SURNAME GIvES NAMES DATE OF BIRTH
SEX HEGHT WEIGHT
ADDRESS Crry S TOwN PROV, / STATE POSTAL / Zip
PHONE  HOME PHONE  WORK. PHONE - CELL PHONE - FAX
887 SIN NUMBER DRIVER™S LICENCE NUMBER PROV/ STA1E OVHER 1D & ISSUING AUTHORITY
CINZENSHIP COUNTRY OF RESIDENCY

ACCUSE COMPLAINA
D NT

SUSPE ASSOCIA CHARGED OTHE
CT TE R

LANGUAGES SPOKEN & DIFFICULTIES
INTERPRETER
REQUIRED

LANGUAGE
DIFFICULTY

| Encusn [l Frencn [l omHER

COMPUTER INFORMATION

LAPTO DESK
P UNIT OTHER

MAKE:
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CLON l OTHE

E R
MODE SERIAL
L NUMBER
OWNER IS PRESENT WITH
COMPUTER
COMPUTER WITH COMPUTER LOCATED IN COMPUTER LOCATED IN
TRAVELLER VEHICLE BAGGAGE
COMPUTER ON OFF WHEN INITIALLY LOCATED
WAS
COMPUTER WAS POWERED HrR B
“ON” AT S. Y
OPERATING SYSTEM
WINDO LINU DO MACINTO OTHE
wS X S SH R
OPERATING SYSTEM
VERSION
ACCOUNTS / PASSWORDS & ENCRYPTION PROTECTION
DURING BOOT- UP ARE YOU PROMPTED TO SIGN IN TO THE COMPUTER USING A YES N
USER ACCOUNT? o
DURING BOOT- UP OF THE COMPUTER HOW MANY USER ACCOUNTS ARE VISIBLE ON
THE SCREEN?
NAME OF ACCOUNTS
AVAILABLE

WHEN POWERING UP THE COMPUTER ARE YOU PROMPTED FORA YE N
PASSWORD S (]

PASSWORD LOCATED WITH
COMPUTER
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PAsSWORD PROVIDED BY OWNER [l

PASSWORD NOT LOCATED B
PASSWORDS
“TIME”  (AS DISPLAYED BY CLOCK ON COMPUTER) “DATE” (AS DISPLAYED BY CLOCK ON
COMPUTER)

NOTE: ONCE EVIDENCE HAS BEEN OBTAINED TO REACH REASONABLE GROUNDS THAT AN OFFENCE
HAS BEEN COMITTED, STOP ANY FURTHER SEARCH OF THE COMPUTER AND PROCEED TO THE NEXT SECTION.
EXAMINE CD’S, DISKETTES, OR OTHER MEDIA FOUND WITH COMPUTER ON AN AGENCY
STAND-ALONE COMPUTER ONLY.

IMAGE SEARCH (UNDER THE START BUTTON CLICK ON THE “SEARCH” FUNCTION TO PERFORM THE
FOLLOWING STEPS)

Y N BY @ HR RESULTA # Hirs FOUND

S NT o
YE N B By @ HR RESULTA #HTS FOUND

S NT -
Y N By @ HR RESULTA #Hms FOUND

§ NT -
YER N By @ HR RESULTA #Hrrs FOUND

S NT -
Y 3§ N By @ HR RESULTA # Hirs Founp

S NT o
Y N By @ HR RESULTA #Hrrs FOUND

S NT o
Y & N By @ HR RESULTA #Hrrs Founp

S NT o
Y N BY @ HR RESULTA # Hits FOUND

S NT -
YN BY @ HR RESULTA #Hrrs FOUND

S NT o
Y N By @ HR RESULTA #HITs FOUND

S NT -
Y N By @ HR RESULTA #Hmrs FOUND

S NT -
Y @8 N By @ HR RESULTA #Hirs Founp

S NT .
Y N By @ HR RESULTA # HIts FOUND

S NT -
Y N By @ HR RESULTA #Hirs FOUND

S NT .
Y N @ HR RESULTA #Hirs FounD

< W

S NT
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Y g8 N BY @ HR RESULTA #Hrs Founp
S NT
Y BN B @ HR RESULTA # Hirs Founp
Y S NT
Y B8N By @ HR RESULTA #Hirs FOUND
S NT
Y BN By @ HR RESULTA # Hits FounD
S NT
FILE NAME (ENTIRE PATH NAME WHERE IMAGE WAS FOUND) TIME FOUND
COMPUTER WAS POWERED HrR B
“OFF” AT S Y
Charter Requirements. ARRESTED yes time of arrest:
RIGHT TO COUNSEL TIM HR By WITNES
E S S
LEGAL AID TIM HR By WITNES
E S S
Duty COUNSEL TiM HR By WITNES
E S S
CAUTION TiM HR BY WITNES
E S S
2NDRY CAUTION TiM HR By WITNES
E S S
Counsel
Do You WisH To CONTACT A SIGNATURE OF
LAWYER? PERSON
CONTACT HR By WITNES

COUNSEL

DEMEANOUR

™
E ——————RA 00O
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OTHE
R:

Notification
INTELLIGENCE BY @ HR ATTENDI
CONTACTED S NG
INVESTIGATIONS BY @ HR ATTENDI
CONTACTED S NG
System Checks

ICES PALS CPIC NCIC PIRS
RESULTANT RESULTANT RESULTANT RESULTANT RESULTANT RESULTANT
RESULTANT = RESULTANT = RESULTANT = RESULTANT = RESULTANT = RESULTANT =

Involved Officers & THEIR ROLE

PRIMARY OFFICER

QFFICER S NAME

POINT OFFICER

OFFICER™S NAME
SECONDARY OFFICER

OFFICER'S NAMLE
SUPERINTENDENT

OFFICER"S NAME

ASSISTING OFFICER

OFFICER™S NAME

ASSISTING OFFICER

OUFICER™S NAME
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POLICE OFFICER

OFFICER™S NAME

OFFICER’S REMARKS
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23 COMPUTER SEARCH AND EVIDENCE RECOVERY (CSER) ...c.cccvrereenssnnmsnnssniaess 2
23 L INTRODUCTION .......coonieriiireissrisseessesssessnesssossesssssssssssssssssssssesssssssessssssesssssasssarssssassssssassssasssssssessssesssssnssssnass 2
23.2 HEADQUARTERS AND REGIONAL ORGANIZATION...covcrrrereerrniresesisnsssstssessessesmsesisssssessersssssssasans 2
23.3 RESPONSIBILITIES O GIONAL INFORMAT INVESTIGATORS (RIL) ..ccovvvevrenreereeeeneeesvessasanns 2
23 .4 INVESTIGATORS TRAINED FOR CSER (I/CSER) ccucecevveriecnnrrerassresrersssresssesesssesenesessessusssessseasssessssssessssss 3
23.5 TRAINING ......vovrveevienieneiesieesesoresessiesessresssesssessesssessssssesssassssesssssassssessesssesssessessesssnssssaneone s aeaens 4

23.6 SEARCHES AND SEIZURES 4
23.6.1 Seizing Originals versus TaKing COPIES......ccvrrreerrressmssserorisssresssissssissssesessssssmsassssesssssssesesssssssssossassrssessssesss 4
23.6.2 Hard DiSK COPYINEG ..vevvevrerererrenrerersnerestessesssessessssrersosiseosssesisssasssassassssssssssessosssssssssssssonsssssssnssnsssassasssnsssasssssnss 5
23.6.3 THIIA PAITIES....cvueerueerrerreeeesrrenteeseesssessesssesssrsssessasssssasssssssssessesssessasesmessnosasssssssesssssesasssssssassssssssssasnsesaessnasss 5
23.6.4 I/CSER Partnering during Search ACHONS ......cvurcvierererertrsiosesissiesesesesmssssismssisssissesnssssessssssessssnssssersssssessssas 6
23.6.5 Examination of the Seized Electronic MEdifl .......ccccvrrvrorerressrisssersensissiiesisssrissnsseesessmsssssessssssnesssssasissssesses 6
23.6.6 Funding of Hard Disk RepIACEIMENL........ccvvvrireriiireienirniiiiiiiiinine it inirestessesssssstssnsssenssssstasssssasessens 7
23.6.7 SOHCIOI/CHENE PIIVIIEEE....cccreveeererrererrirreersenmisiissesesesesssrscsssanesessissesstesessssssessesssssssanissesssssesanssssssessassnsrsrasess 7
23.6.8 VCSER ON StANG-DY ..covererererieieeririeriessesesesseresessessnesesssseressssasssssssssonssonsssessssssssesesssnsasessssssssessssersssonnessssssanes 7

23.7 VCSER PERSONAL COMPUTERS AND LAPTOPS 7

. 2371 GEIETAL . ooooooeoeeoeeoeeeoeeseeessessesessemmeeeneeeeseeseseesessesessessessesesessesssssssssassssmessesesssssesssssesessessssssssessssssssssss 7
23. 7.2 USE cereerieriiereseisitressiessesstesteesssssbasbasssseas b e b s s s e b e R et r b e st e sR b e R s s AR oAt e Rt e R e Rt e e et e st Rt e res e b e e beassessneenerentes 7
23.7.3 PAFUCUIAIILIES «vevvervrerrerernisressresssressesnessasssresasesssssssssesssesssesssessesssesssesseessssssssssasssesssesrasessesassnsessenssstsessessonesses 8
23.7.4 Service and REPAIL ....ccveivieerereeieeririeeeircsteseeestesassneareeessnstesessesessessssessesasssssnsessnssesarsssssestssssssssesasssssssssonns 8

EXHIBIT 23-A GROUNDS FOR BELIEF - COMPUTER SEARCH 9

EXHIBIT 23-B GROUNDS FOR BELIEF — THIRD PARTY SEARCH 10

EXHIBIT 23-C THINGS TO BE SEARCHED FOR 11

EXHIBIT 23-D DESCRIPTION OF SEIZED ELECTRONIC EVIDENCE FOR SEIZURE AND

DETENTION 12

EXHIBIT 23-E SOLICITOR/CLIENT PRIVILEGE ON COMPUTER SEIZED 13
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23 COMPUTER SEARCH AND EVIDENCE RECOVERY (CSER)

23.1 INTRODUCTION

(1) In the electronic age we live in, it is not surprising to find that most businesses have
computerized books and records. Special techniques must be used to preserve the integrity of
the evidence to ensure it will be admissible in court.

(2) Do not examine computer related items unless you have the necessary training and expertise
supplied by the Canada Customs and Revenue Agency (CCRA). There are specially trained
investigators for these tasks and they have specialized (law enforcement) software and
procedures to create a safety net around the computer system. Without the proper training
and expertise, no matter how much computer literacy you might have, you could
inadvertently alter or destroy information and evidence and cause damage to the computer
system. If data is altered, destroyed or damaged, the case may be jeopardized and a civil
action for damages may result and possibly a claim for relief under Section 24 of the Charter.

(3) 1t is the responsibility of the Investigators specially trained for computer search and evidence
; recovery, to conduct computer searches and seizures, to prepare computers for search, to
retrieve data from seized electronic media and to review the results. They should be the link
between the Investigator and the electronic evidence.

23.2 HEADQUARTERS AND REGIONAL ORGANIZATION

The Informatics Investigations Section is responsible for the management and organization of
programs, activities and strategies relating to Computer Searches and Evidence Recovery
(CSER) and investigations activities. Informatics investigation is under the responsibility of the
Operations Division, Headquarters (HQ). The CSER initiative is the responsibility of the
Manager, Informatics Investigations, located at HQ. Regional Informatics Investigators (RII) are
strategically located across the co , Informatics Investigations. A
group of investigators in various § ave been trained in CSER and
referred to as I/CSER.

23.3 RESPONSIBILITIES OF REGIONAL INFORMATICS INVESTIGATORS (RID)

(1) ible for providing assistance to the /CSE
_ . They are responsible for assisting and _ search
activities for all searches conducted by the Investigations Division in their respectlve region.
They are responsible for assisting in the selection of the /CSERs for the computer search
teams. They are also responsible for conducting the more complex computer search actions.
They provide assistance to I/CSERs at search sites and later in extracting data from the seized
electronic media. The RIIs are also responsible for conducting research and evaluating
different operating systems and software.

IM-23 Part-1 Customs 2002-07-16
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(2) The RII must be consulted at an early stage in preparing the information, the search plan and
the search when the informant has reasonable grounds that computers equipment could be

found at the search site or if there is a possibility in finding computerized system at the }

In this regard, the RII will advise the investigator of the relevant grounds for

seizing the various computer-related items. See Exhibit 23-A Grounds for Belief —
Computer Search [*link] and Exhibit 23-B Grounds for Belief —Third Party Search
[*link] for example of grounds. Various paragraphs have been developed to cover the

relevant computer components to be included in Exhibit 23-C Things to be Searched For
[*link].

€)

The officers of the Operations Division will also give a
brief summary of the proposed action as it relates to the CSER function. This will assist in
maintaining a uniform practice in relation to the function of computer search and seizure. It
will also facilitate the gathering of statistical data, which is not currently captured. Any
deviations from the standard computer search paragraphs used by the informant must be
reported to the Manager, Informatics Investigations or the Director of Operations, HQ.

23.4 INVESTIGATORS TRAINED FOR CSER (I/CSER)

(1) Before performing any computer search and evidence recovery task, an experienced
investigator must pass a qualifying exam during the basic CSER three-week training course.
The acronym "I/CSERs" designates those investigators who have passed this program.
Within a reasonable time after the basic training course, a three-week course on LAN
searches for I/CSERs is also provided. With the rapid technological changes occurring in
computers, upgrade training is essential for /CSERs to stay current and feel confident to
perform their computer search and evidence recovery duties. An update course is held each
year to upgrade the /CSERs on new or revised procedures.

(2) Each |  should identify at least one potential candidate for the
CSER course with the assistance of the respective RII. A § office
should have at least one I/CSER for every group of 10 investigators. Successful /CSERs
will be requested to perform their CSER duties for a period of at least two years. Search
actions involving electronic media are a priority of the /CSERs. Once the /CSER leaves the
Investigations Division he/she should no longer be used to perform the CSER duties.

IM-23 Part-1 Customs 2002-07-16
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(3) Software and Hardware Considerations

(A) Special law enforcement software, portable laptops and other equipment are loaned to
I/CSERs and RIls through Headquarters. This software is registered to the individual
I/CSER and RII. It is not to be lent out or transferred to any other employee. In addition,
the original software and equipment are to be secured within Investigations. When the
I/CSER or RII is no longer involved in CSER activities for Investigations or leaves
Investigations, the equipment and software must be returned to HQ or arrangements
should be made through HQ for transfer to another investigator.

(B) In the performance or their duties, the /CSERs must use software approved by the
Manager, Informatics Investigations.

23.5 TRAINING

(1) The CSER courses are given at the Canada Customs and Revenue Agency College in Rigaud,
Quebec. The Investigations Division should ensure that travel and incidental costs for the
training courses are included in their budgets.

(2) The CSER training is the responsibility of the Informatics Investigations Section at
Headquarters and they will prioritize their training activities based on the identified workload
in specific areas. The RlIls are responsible for ensuring that the courses are kept current and
provide the necessary training to I/CSERs on a rotation basis. They also accompany I/CSERs
on their first searches and identify ongoing needs for training.

23.6 SEARCHES AND SEIZURES

23.6.1 Seizing Originals versus Taking Copies

(1) The Investigations Divisi earch and seizure actions under the Criminal Code
(CC) of Canada and th and Revenue statutes administered by the CCRA.

(2) Section 487 (2.1) of the CC now allows us to make copies as opposed to seizing the originals.
As a result of this amendment, the CCRA will endeavour to take copies rather than seize a
computer, provided that doing so does not jeopardize the investigation. Special attention
should be paid when copying evidence to ensure that it remains admissible. The decision of
whether to take copies or seize the computer is made on the facts of each case with regard to
the legal rule of ‘‘best evidence’’. Any copying done on site should be tested to ensure that
the program is operational and that the data is readable.

(3) Consideration has to be given to the loss of material evidence when only copies are seized.
Files residing on a file server or workstation when copied can lose certain relevant
information, such as access rights, creator, date and time of file creation, accesses and links to
other files such as images or spreadsheets.

IM-23 Part-1 Customs 2002-07-16
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(4) When seizing copies, a program must be used along with documentation to authenticate the
copies.

487(2.1) (b)&(c) allows for copying (printout or other intelligible output)

487(2.1)d allows for use of copying equipment

(5) References to Criminal Code and sections:

23.6.2 Hard Disk Copying

(1) Hard disk copying should be done at the
on-site. Some of the reasons why the copying should not be done on-site are:

e Technical limitations

Reasonable time limitations

Intrusiveness due to excessive time on-site

Volume of evidence

Complexity of the computer system

Controlled environment

and not

(2) There will be situations where the copying will have to be done on-site; these instances
should be minimized. Situations will likely exist where distance or possible business
disruption will or may warrant copying on-site. The I/CSERs should exercise good
judgement in copying on-site.

(3) This copying process must be done with due dispatch. This will lessen the challenges to our -
current practices. When feasible, in order to reduce the impact on the business, the
equipment should be returned in a timely manner.

(4) When making a determination of whether to image the drive(s) or copy files and programs, a
number of criteria will be taken into consideration by the I/CSER, based on the nature of the
data and the location of the data. Care must be taken to ensure that only valid evidence is
seized in order to avoid any challenges under section 8 of the Charter of Rights.

23.6.3 Third Parties

(1) There will be instances where the CCRA executes warrants on parties other than those named
in the “Offences” section. Consideration should be given to whether we will need to secure
the evidence by seizing the original media and equipment. In most instances, it will suffice
to obtain a copy of the relevant files and not seize the computer equipment. The part played
by the third party will dictate the action to be taken. In evaluating the evidence to be
extracted from the computer system, consultation with the third party is advisable in
determining the best method to use.

(2) When seizing copies, the third party should be informed that we are currently doing an
investigation and that he may be called to testify at a later date to introduce the originals.
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(3) Copies taken from a search site constitute seized items. When we acquire evidence in this
manner, we must capture it on removable sanitized media. We must ensure that this seized
electronic evidence is properly accounted for in inventory and in the investigator’s report(s)

to a Justice.

(4) In such cases, the wording under "Things to be Searched for" will be amended to reflect the
fact that we will not be seizing the person's computer system, but that we are only making
copies. Amended wording for these locations is attached Exhibit 23- C Things to be
Searched For [*link]. With this approach we are making our intentions clear to the
authorizing Justice.

23.6.4 I/CSER Partnering during Search Actions

A partner should be provided to the /CSERs to assist in documenting the steps taken and
corroborate the activities of the /CSERs. The absence of a partner may increase the time spent
at the search location and put the I/CSERs at risk. At the accountant’s or lawyer's location, a
partner may not be required if another person attending can assist in the limited actions
performed. In those situations, the work could be reduced by taking copies with the assistance of
the third party without executing a search.

23.6.5 Examination of the Seized Electronic Media

(1) Immediately after the search has been completed, the seized electronic media and equipment
should be examined and a determination made as to whether the material should be retained
or returned. Should this action take longer than two working days, the rationale for the
additional time should be documented in writing. If it is found that several copies of the
same material exist, then a decision may be made to return the extra media and equipment.
As noted, a determination of its evidentiary value must be made at an early stage to establish
if any seized electronic media and equipment should be returned to the individual .

(2) During this examination, a general listing of the contents should be made and used to prepare
or assist the investigator in preparing a list of items seized under the warrant for his/her
inventory and report to a Justice. A suggested outline is provided in
Exhibit 23-D Description of seized electronic evidence for seizures and detention [*link].

(3) The /CSERs should ensure that the original media and all copies made are stored in a secure
location. Access to this media should be restricted to authorize personnel. Any copies made
should also be secured. Any software seized or copied during a search should only be used
for that particular case. Under no circumstances should the software seized be used for

purposes other than the investigation.
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23.6.6 Funding of Hard Disk Replacement

(1) The Manager, Informatics Investigations is responsible for authorizing certain costs related to
Computer Search and Evidence Recovery. In regard to hard disk replacement, the RII must
be involved at the planning stage of the search as it relates to the computer search function.
The RII must also be notified in advance of the possibility of hard disk replacement. There is
no blanket authorization for replacements and each situation will be evaluated on a case-by-
case basis.

(2) It is the responsibility of the RII to obtain authorization from HQ for the replacement of hard
drives, follow-up on replacements and ensures that hard disks purchased or loaned are
properly documented. The RII will provide Headquarters with a copy of the loan agreement,
invoice and serial numbers relating to the replacement drive(s).

23.6.7 Solicitor/Client Privilege

Situations will arise where electronic media and/or computer equipment are seized from a lawyer
and a claim of privilege is made, the equipment must be put in the custodian’s trust as agreed
with the lawyer. In these situations, we must ensure that access to this media is controlled to
preserve its value as evidence. A draft copy of a letter to the custodian is attached as Exhibit 23-
E Solicitor/Client Privilege on Computer Seized [*link]. In the letter to the custodian, the
volatility of electronic evidence is stressed and our ability to assist in preserving the evidence
without examining it is also highlighted. This Exhibit 23-E can be used as a guideline and may
be customized to fit the situation. The RII assisting the |  should be
contacted to take part in the wording of the letter to the custodian.

23.6.8 I/CSER on Stand-by

On all searches, where there is no mention of computers in the warrant or information, there
should be an I/CSER on standby; in the event a computer is located during the search.

23.7 /ICSER PERSONAL COMPUTERS AND LAPTOPS

23.7.1 General

Personal computers and laptops from the Investigations Directorate, Headquarters are assigned to
I/CSERs across the country. Their training also includes the maintenance of their computer
equipment and the installation of software and drivers.

23.7.2 Use

(1) These computers are used during search and seizures to examine electronic media on-site, to
remotely access other computers and to install specific software as required. They are also
used in our CCRA offices to replicate storage media from seized computers.
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(2) Computers used during search and seizures contain confidential information. Following a
search, these computers must be handled like any other seized record, kept under continuous
surveillance or placed in a location controlled by the Investigations Division.

(3) Computers used for search and seizures are exposed to viruses from examined systems and
must not be attached to the CCRA’s local area networks. This restriction reduces the
possibility of LAN contamination and limits access to seize data.

(4) These computers are also used for the ongoing training of /CSERs.

23.7.3 Particularities

(1) The co ation of these computers is different from the standard one found i
and they are configured to support computer search and evidence

(2) The CCRA security software is not installed on these computers. This is to facilitate work
related to search and seizures. Following searches, these computers of the CCRA must be
wiped clean and the basic software reinstalled by the /CSER. Other used media of the
CCRA must be wiped and sanitized as necessary.

23.7.4 Service and Repair

Service and repair of these computers must be done under the /CSER’s supervision, where hard
disks have not been wiped clean or removed from the computers. Damaged hard disks
containing protected information must be sent to Investigations Directorate, Headquarters, for
destruction.
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EXHIBIT 23-A GROUNDS FOR BELIEF — COMPUTER SEARCH

That in the course of his/her enquiries, the Informant received information from [insert name],
Regional Informatics Investigator, an officer of the CCRA attached to Headquarters,
Investigations Directorate of the CCRA, which information the Informant does verily believe to
be true, that:

(a) he/she has experience with microcomputers, including data storage and retrieval, and
has been involved in numerous searches conducted by Investigations, involving
computerized records and documents;

(b) he/she is responsible for the planning and coordinating of computer search and
seizures and also provides technical advise, guidance and training to investigators
specialized in computer search and evidence recovery;

(c) the documentation, manuals, software packages and other items as described in
paragraphs ____and ____ of the “Things to be Searched For” are required to retrieve or
reproduce files contained in the storage media as described in paragraph ___and
of the “Things to be Searched For”;

(d) the computer and computer components as described in paragraph ___, and ___ of the
“Things to be Searched For” are required to retrieve or reproduce files contained in
the storage media as described in paragraph ___and ____ of the “Things to be
Searched For”;

(e) in the event that a computer is seized as described in sub-paragraph (d), the CCRA
conducts the following procedures:

i) the computer is only examined and operated by an investigator of the CCRA
who has been trained in the safe retrieval of data on computer hard disk;

ii) the original hard disk is copied, removed from the seized computer and placed in
the evidence room of the CCRA;

iii) the hard disk copy is tested in CCRA computers to ensure compatible equipment
is available;

iv) when compatible equipment is available at the CCRA, the computer is returned to
the person from whom it was seized; and

v) when requested by that person, a copy of the seized hard disk is installed in the
computer being returned.
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EXHIBIT 23-B GROUNDS FOR BELIEF - THIRD PARTY SEARCH

Where a search of a third party’s computerized records is required, the general practice is to
restrict the seizure to copies of the information contained therein, rather than seizing the
computer equipment; exceptions may apply.

The following paragraphs are to be included in the “Grounds for Belief” relating to third party
search.

Grounds for Belief — Third Party Search

That in the course of his/her enquiries, the Informant received information from [insert name],
Regional Informatics Investigator, an officer of the CCRA attached to Headquarters,
Investigations Directorate of the CCRA, which information the Informant does verily believe to
be true, that:

a) he/she has experience with microcomputers, including data storage and retrieval, and
has been involved in numerous searches conducted by Investigations, involving
computerized records and documents;

b) he/she is responsible for the planning and coordinating of computer search and
seizures, and also provides technical advice, guidance and training to investigators
specialized in computer search and evidence recovery;

c¢) the documentation, manuals, software packages and other items as described in
paragraphs ___and ___ of the “Things to be Searched For” are required to retrieve or
reproduce files contained in the storage media as described in paragraph___and ___
of the “Things to be Searched For”;
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EXHIBIT 23-C THINGS TO BE SEARCHED FOR

Regular Paragraph

8. computer or word processor storage media, including disks, diskettes, tapes or
files that pertain to the records referred to in paragraphs 1 to 7 above;

9. computer, computer components, and word processing equipment required to
access and reproduce any data contained in the foregoing storage media, as
described in paragraph 8 above;

10.  program and system documentation, manuals, operating instructions, software,
including any system or application software, and documentation required to
access and reproduce any data contained in the foregoing storage media, as
described in paragraph 8 above;

THIRD PARTIES

6. computer or word processor storage media, including disks, diskettes, tapes or
files that pertain to the records referred to in paragraphs 1 to 5 above;

7. program and system documentation, manuals, operating instructions, software,
including any system or application software, and documentation required to
access and reproduce any data contained in the foregoing storage media, as
described in paragraph 6 above;
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